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Introduction

As a help desk professional, you are no doubt facing a challenging work environment. Staffing cuts have required
fewer professionals to manage more and more desktops, with increasingly complex configurations. In addition, you've
probably charged with managing desktops at far reaching locations; home-based and mobile workers all require
support as well. And, 24-hour access to critical devices such as web servers, file servers, and company information
systems is crucial.

Fortunately, there are numerous tools available to help — among the most powerful, and with the highest return on
investment, is remote support software — all encompassing remote access, control and management.

Of course, the overriding benefit that remote support solutions bring to a help desk organization is significant time
savings: With remote support, your help desk staff won't have to travel from machine to machine to diagnose and
resolve users’ problems. Instead, they can simply click a button to view and operate the problem machine, diagnose
the problem, and resolve it immediately. Not having to travel frees your staff to help more users, in a more timely
fashion; do more productive work; and so on.

However, this in itself is not sufficient to ensure a high ROI. While you will no doubt save significant travel time by
deploying remote support software, this time savings may be diminished if your remote support software is difficult or
slow to use. Similarly, other costs may be incurred if it provides inadequate security, or if it is time-consuming to deploy
it widely across your organization.

To maximize the ROI on your remote support software purchase, evaluate the software in terms of:

. User experience - Is it simple to operate? Can you easily find and connect to all the machines you need
to control, even if they are not staffed? If the product offers a difficult or frustrating user experience, not
only will that add time to each support call, but you will likely incur additional support and training costs.

. Security - Does the software provide adequate safeguards against unauthorized access to controlled
machines? The dangers of security vulnerabilities can hardly be overstated, and the associated costs can
be steep indeed.

. High-performance, reliable operation — Will the product allow speedy remote access and control on any
machine you need to operate- even if you must control it over a slow link? Will your connection stay up, so
you don’t have to constantly reconnect?

. Easy deployment — Can you cost effectively create an image with custom configuration options that can
be mass deployed to machines in your environment?

. Price - Finally, is the software available at a price point that fits your budget, even if you wish to deploy it
widely across your organization?

Choosing remote support software that fully satisfies these user requirements allow you to more fully leverage the
expertise of your help desk staff, greatly increase user and network uptime, and maintain a very cost-effective and
efficient staff-to-desktop ratio — ensuring the highest ROI possible on your purchase.

This paper will demonstrate why PROXY Pro remote support software is the best remote access and control product

for your staff, and will illustrate how it provides maximum ROI. Before the ROI discussion, we will provide a brief
overview of the software.
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PROXY Pro is powerful remote support software that thrives in multiplatform and multi-protocol environments.

System Requirements

. fJ Microsoft Windows 7, Windows Vista, Windows XP, Windows Server 2008, and Windows Server 2003,
both available on 32-and 64-bit platforms

. @ Mac OS X and later

/A AllLinux OS’ running VNC Server

PROXY Pro is comprised of the following components:

. PROXY Pro Master runs on your desktop and allows an administrator to view and operate PROXY Pro
Hosts.

. PROXY Pro Host runs on the client machine and allows the PROXY Pro Master to view and operate the
machine.

. PROXY Pro Gateway is enterprise class software, which provides centralized administration, security and
management for a network of remote support connections to Host computers in your environment.

. PROXY Pro Deployment Tool is an easy-to-use software distribution utility that automates the deployment
and installation of PROXY Pro applications to remote machines in your network.

PROXY Pro is a complete remote support package designed for help desk and IT professionals. It offers some of the
following capabilities:

o Remote access and remote control of machines over TCP, UDP or SSL. You'll have full keyboard and
mouse control of the device, and you can view and operate any machine 24x7, whether it’s attended or not.

o File transfer allowing you to transfer one or more files, or entire directories, between Master and Host
machines.

. Remote printing so you can redirect content from remote machine to printer attached to local computer.

. Screen monitoring of one or more machines, for quality control or whenever you need to view multiple
machine screens simultaneously.

. Multi-monitor support so you can capture remote machine spread over multiple monitors.

. Screen recording of one or more remote desktops concurrently, even if there is no active connection.
Recordings can be saved as .wmv files and recordings can be played back via a URL.

. Firewall-friendly connections allow off-network users behind foreign firewalls or NAT-devices to be
remotely accessed with a single mouse click. No manual configuration of ports or network addresses
required.

. Terminal services and thin client support allows remote desktop connections to Windows and Citrix
terminal services sessions on the terminal server instead of individual thin clients - such as Wyse Terminals
and PanoLogic boxes.

. Remote management allows a Master user to generate inventory of hardware and software assets on a
remote Host. Also allows the Master user to query and change certain system settings.

. Power scheme management provides the ability to restart, logoff, shutdown, and wake-up machines on
LAN and WAN.

. Strong, flexible security so you can fully protect access to your Host machines, according to the security
policies in place on your network. (Security features are described in more detail later in this document).
Numerous connection conveniences that vastly simplify how you connect to Host machines. (These
conveniences are described in more detail later in this document).

The next sections of this paper discuss how PROXY Pro meets all your ROI requirements, including providing a simple
user experience, strong security, high-performance operation, and easy deployment, all at a low price.
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Simple User Experience

It's key that your remote support solution provides a simple user experience, to maximize your productivity and ROI. A
simple user experience will speed your transactions, cut down significantly on training costs and user error, and ensure a
positive, user-friendly experience.

Numerous features and conveniences within PROXY Pro ensure a simple user experience. With PROXY Pro, you can

easily:

Find the machines you need, using one of a number of methods, for speedy access to any system — on/off
network or domain

Monitor multiple machines at the same time, to efficiently view as many machines as you need to
simultaneously

Choose between flexible screen options when you connect, to easily support a wide variety of systems
Configure for optional stealth operation

Find the Machines You Need

PROXY Pro provides the ability to locate Host machines inside and outside your network by machine name, logged-in
user, or |IP address.

& PROXY Pro Master (Trial Version)

Connection Wiew Gateway Options Goto Help

Gateway Hosts Prerelease s

Gateway: |demo ¥ | Manage... 8 Connected to demo via UDPJIP at 192.168.1.15

GEroup: Dallas office - Refresh

Display Hame | User | Station | IMachine | Protocal | Network Address Last Stakus | Status Timestamp
744\:‘ Adriinistr atar T4 T4 UDR/IP on 1505 65.15.38.6 Unreachable 61262009 3:50:40 PM
HPVISTA HPWISTA HPVISTA UDR/TP 192.168.1.89 QK 102042009 12:51:33FM
NICOLE nomsked MICOLE MNICOLE UDR/TP 192.168.1.81 QK 10222009 12:51:45 FM
lgPROb(\‘G»QTE\p\i»ﬂ‘f'\»\lt:lmi‘.. Adrministr ator PROZYGEATE...  PROXVGATEWAY UDR/TP 192.168.1.15 QK 10222009 12:53:01 FM
SHOP user SHOP SHOP UDR/IP on 1505 66.176.61.208 Offline: {72009 2:44:55 PM
SUPPORT Adrministr ator SUPPORT SUPPORT UDR/IP on 1505 192.168.1.71 QK 10/16/2009 4:03:11 AM

Connection Conveniences

Beyond its ease of use and simple discovery of machines, PROXY Pro also incorporates user interface features that
allow you to further organize your PROXY Pro Hosts:

Favorites list - PROXY Pro lets you add any machine to a “Favorites” list — so you'll get one-click access to
the machines you control most often — even establish a shortcut on your desktop.

History list - PROXY Pro gives you the option to save a list of machines you most recently operated to a
“History” list — making it easy for you to access the machines you just worked on.

Keyboard input conveniences - You can easily send a predefined key combination (such as
CTRL+ALT+DEL) to the Host as though it were entered on the keyboard of the remote Host; you can also
define special key combinations on the PROXY Pro Master, which allows you to retain standard key
combinations for local control and define new key combinations for the same functions on the remote Host.

These connection conveniences allow you to provide the speediest response possible to your users — enhancing your
productivity and significantly decreasing user aggravation.
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Monitor Multiple Machines at the Same Time

Of course, operating machine by machine isn’t always how you want to work. In some cases, you'll want to be able to
monitor multiple machines at once. For example, you may be installing software across several devices and must be
available to input installation information or restart the machine on each system.

PROXY Pro’s Cycling Monitor lets you do just that. Just pick any number of machines from your polling, History, or

Favorites lists, add them to the Cycling Monitor, and watch as Proxy automatically cycles among them, displaying the

next machine after the specified interval. You can click into any machine at any time you want if you need to remotely
operate it.

In other cases, you might need to remote into a machin
Multi-Monitor Support you can easily capture any remote desktop spread across multiple monitors.

Flexible Screen Options Optimize Connections

An important issue to consider when evaluating remote support software is how well it will handle viewing and operating
machines with different screen resolutions than your own. PROXY Pro offers numerous screen options so you can
choose the option that makes sense for you:

. Fit-to-window lets you display the entire screen of the controlled machine inside the Proxy window on your
console. You'll be able to see (a possibly scaled) version of the entire screen, so you can easily access
whatever you need to access on the machine, without having to scroll.

. Fit 1-to-1 lets you display the screen of the controlled PC at its own resolution, rather than a scaled version.
You may have to scroll to see other portions of the screen (or use our Auto Scroll feature), but everything on
the machine will be displayed as its real size, for maximum readability.

. Full screen lets the screen of the controlled machine “take over” your console, for maximum simplicity
when operating the Host machine.

Strong Security

Security is another key consideration in your remote support software ROI analysis — costs associated with a security
breach can be steep indeed.

PROXY Pro includes numerous security features that give you all the control you need over who has access to Host
machines, and when they can access them.

For starters, access to a Host machine is governed by Windows user name and password. This windows-based strong
authentication simplifies implementation of security procedures by giving network administrators the option to utilize their
existing Active Directory database rather than usernames and passwords to set rules governing which machines can be
taken over by remote agents. Granular permissions such as who can take input control of the Host machine, transfer
files or print remotely can be assigned by username. User access rights can be configured on a per-user or per-group
basis, and permissions can be distributed to multiple machines with just a click.

This integration with strong Windows authentication offers additional benefits besides security — it decreases your setup
time, provides seamless integration to your network, easier user management, and enhanced levels of control.
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Strong Security continued

&) PROXY Pro Hest Control Panel X

Etects | Protoccls Gotowsys | Sceen | Abou |

Stsuz | Genmd Secaly | Opeen | Accen |
Siengin Passwoed Conbiguration

{* Allow coronction wih & sergle password
Posword |

Confim Passwond: | -

(% Use same pazswoed 10 conbol access 1o Host Setings
" Use a difesert passwced for Hoat Setinge
SetingsPassword |

Confem Passwoed

¥ Allow 1omcte admiviskalion fpeer topoer)

Windows Auhenticaion Configurstion

" Requee Window: authertication
0K | Cocel | Heo |
£} PROXY Pro Host Control Panel X
Elfects | Protocols | Gatewsys | Seieen | Abou |
Swus [ Generd || Secudy | Options | Access |

Station name:  [NICOLE

Host Appearance

‘When these it no connection lean i
‘When a connection is aclive: lcon b4
Beeping

W Beep on connect/disconnect
™ Beepwhie connected every seconds

Popup Netifications
I Enable connect/disconnect notifications
I Enable fi iranster notiications

oK | Cancel | Help |
Eflects | Protoccs | Gateways | Sceen | About |
Stas | Genessl | Secuty | Options [ Access |

Access Restrictions.
& Pesmit connection

" Lock out connection

" Lock out of Permit connection based on time 2ons:

|

Connection Pemission

= Mo peimisson requied

 Pemiszion mwast be granked by Host:
Hosl's user must respond wihine

" Pesmission requested from Host;
connection continues after.

F

IDKI&!ﬂl | |

Copyright © 2009—Proxy Networks, Inc.

Authentication

Single sign-on is supported when doing strong authentication. If the logged-in
users’ credentials are accepted, the user will not be prompted to enter a password
for each new application. If the credentials are unacceptable, the user will be
prompted to enter a user name, domain, and password.

You can optionally configure the Host to accept previously supported Proxy
passwords if you choose not to use strong Windows authentication as described
above.

PROXY Pro’s default 256-bit encryption capability protects data that may be
intercepted over the network connection during takeover by remote agents. If either

Notifications

You can set a machine to provide audio and visual pop-up “toast”
notifications when a Master is connected to a Host, or you can enable
stealth mode access to remote machines by turning off the audio/visual
notifications at connection time.

For even more control, you can set specific times and days of the week
during which your machine may be taken over. For example, you may
permit usage of your machine after hours and on weekends, but prohibit
access while you are at work.

Access Restrictions

Automatically reboot or lock your Host machine upon disconnect. This
allows you to automatically reset the Host machine when you explicitly
disconnect, or when your connection fails for another reason.

For maximum access security, you can even require that a Master who
wishes to connect to your machine explicitly request your permission prior
to taking your machine over. If you deny permissions, the Master can’t
connect, even if it knows your password and is attempting to connect
during permitted times.

You can choose the TCP/UDP port numbers that Host will listen on; the
default port for TCP and UDP is 1505 and the Gateway listens on 2303.
Finally, you can grant/deny access to Hosts according to IP addresses.
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Speedy, Reliable Operation

Performance is also an important ROI contributor — slow connections can significantly affect how fast you can resolve
problems or perform system maintenance. PROXY Pro incorporates sophisticated data compression technology that
ensures speedy operation, quick connections, and an enhanced user experience. These advantages are particularly
important when you’re operating remote machines. Proxy’s connect time is significantly faster than that of other remote
support software; it offers smooth performance regardless of the speed of the connection.

£} PROXY Pro Host Control Panel E\

Status | Geneal | Secuiy | Options | Access |
{TEifest | Piolosok | Gateways | Seesn | About |

Wihen to Disable Visual Effects on the Host
" Mever disable effects
" Upon request. permit Master to disable selected effects

e oo e st et In addition to its data compression technology, PROXY Pro includes a powerful
Manage Visual Effects feature to further optimize performance. Manage

Visual Elfects Visual Effects reduces the amount of screen data that crosses the connection

Iv Active Desktoy . . . . . .

= EmmW':"Dapwmm by disabling graphic intensive features like wallpaper, screensavers, and mouse
I Movss sharows and sl shadowing for the duration of the session.

I Font smoothing and ClearType
I Menu shadows and window animations
I Shaw window cantents while dragaing

I Scieen Saver

i3 Cancel Help
User Mode Profile Properties E|
Chaose Profile
Choaose a precanfigured profile from the list below, or choose
[Custom] to create a custom profile.
|H\gh QualityfHigh Bandwidth ﬂ
IR - PROXY Pro’ Bandwidth Throttling feature also allows screen capture
Image Qualty:  Least ————————— | Best settings to be modified in order to reduce the amount of bandwidth used. This
is particularly helpful when using User-Mode screen capture for Windows 7,
8 . . . .
Copure st lowee ———— |— raghr Windows Vista, and Server 2008 remote machines. This technology works
e without a mirror driver and is designed to adjust automatically to the amount of
Foreground: — Lower ~———————— J iy CPU and bandwidth available on the remote Host machine.
[
Background: Lawer 7)7 Higher
<unlimited:
Bandwidth Limit:  Lowet 7J Higher
Cancel

PROXY Pro is a highly reliable stable product — your connections to remote machines will stay up as long as there is
network connectivity.
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Ease of Deployment

An additional, significant factor in ROl on remote support software is how easy it will be to deploy to all the machines in
your organization. In fact, if you’re running hundreds or even thousands of machines, ease of deployment may even be
your #1 concern.

The PROXY Pro Deployment Tool allows you to set up one configuration and deploy it to all machines, or to set up
different configurations for different departments or user communities. In addition, you can use it to install upgrades and
remove Proxy from any machine. You can even view reports on its operations, to easily determine the results of a
software installation or removal.

25 PROXY Pro Deployment Taol
55 Fle action Wiew ‘window Help

e OE XEBR @E

@ Proxy Deployment Tool | | Mame | value | Class
({20 Installation Files § Access Restrictions Access
- Product Configurations @ Allow Control Panel Access Access
(0 Gateway @ Connection Permissions hccess
£ Host @ Grant Permission Time Access
- iy Davidwanks to hide his lcons @ Lock Workstation on Default Aucess
Cl Ll @ Request Permission Time Access
[]--‘é by tmaskt: G Time Zone Access
5683 R:D‘thrs aees @ Manage Visual Effects Effects
(3 Computer Detsils @ wisual Effects Effects
(L Updste Host Settings 9 Gataways Gy
17 10/5{2009 12:50:27 P @ Require Gateway Gateway
(] 10/5{2009 12:53:33 PM @ Beep on connectfdisconnect General
(] 10/5/2009 3:04:22 PM @ Beep whils connected? General
(1] 10/5{2009 3:06:20 PM § Host Motifications General
(1] 10/5{2009 3:07:17 PM @ Show icon while connected? General
(7 10/5/2009 3:07:32 PM @ show icon while idle? General
-~(1] 10/5/2009 3:07:59 PM § station Kams General
(=45 Active Directory Domains @ "Add or Remave Programs” list in Control Panel Installation
E d% proxynetworks.com @ Installation Directory Installation
{33 Boston @ License Installation
~{&) Charlotte @ Organization Installation
=H@) Computers @ Restart After Installation Installation
5 B R § User Name Installation
VB install software, . @ add License License
' B Update Host Settings... @ Blank Serezn Options
DB estat e @ Lack Workstation On Disconnect Options
g € Remove Software... § Logout On Disconnect Options
Yo @ Rebact On Disconnect Optians
Yo AlTasks b || @ Suppress Keys Options
Yo || @ Access Restriction Addresses Frotacal
N Mew Window from Here @ Access Restriction Mode Protocal
WS Delets § Enable IFX Protocal Frotocal
WH—————————|| § Enable TCP Protocal Protacol
ﬁ HER s § Enable UDR/IP Protocal Protacal
L § Encrypt Connection Protocal
2 e  Port Number For [P Protocal
1 @ Port Mumber For TP Protocol
ﬁ ih:\:ZN  Port Mumber For TCP Protacal
@ Preferred Ciphers Protacal
ﬁ m:&wsv @ Prefer User Mode Screen Capture Screen
o meTal @ select User Mode Profils Scresn
" MMARSIANG @ Administration Password Security
3 WICOLE @ Adwinistration Password Required Securiy
- PROXYGATEWAY § Administration Security Security
-1 PRORY T @ Allows Remate Administration Security
- RIVARD § Connection Password Security
-4 ROMIONLAPTOP § Host Settings Security Security
- SALES § service Security Security
’_'JI SUPPORT § Use Windows Authentication Security

The PROXY Pro Deployment Tool is a MMC snap-in that lets you
easily deploy Proxy across any number of machines.

With the PROXY Pro Deployment Tool, you’ll save both on your initial Proxy deployment and on upgrades — drastically
reducing your administrative overhead and making it easier than ever to run Proxy everywhere.
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Price

Finally, price is obviously a key element of ROI.

PROXY Pro charges one-time license fees that are up to 50% lower than 3-year total cost of ownership of hosted
services. In addition, once you buy the licenses, you own the software assets in perpetuity. Between its low price and
powerful array of features, PROXY Pro offers high value for a minimal investment.

Conclusion

Your key ROI consideration for remote support software include ease of use, performance/reliability, security, ease of
deployment, and price. Proxy Networks remote support software provides maximum ROI. With PROXY Pro, your help
desk staff will be more productive than ever, your users will be happy and satisfied with the services you’re providing,
and your staff will be equipped to handle the ever-more-complex network environments they’re required to manage.

For more information please call 617-453-2700 or visit our website at www.proxynetworks.com
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